QOMrvo

PAC55xx Code Protection Debugger

Configuration

Power Application Controller®
2019-08-28

10f9 Copyright © 2019 Qorvo, Inc.
No portion of this document may be reproduced or reused in any form without Qorvo’s prior written consent www.qorvo.com



QoMNvo

Table of Contents

1 Introduction

2 Debugger Settings
21 IAR—ijet
2.2 Keil — J-Link
2.3 Eclipse — J-Link

Contact Information

Important Notice

PAC55xx Code Protection Debugger Configuration

Power Application Controller®

© ©O© 00 O W W w

Copyright © 2019 Qorvo, Inc.

209 2019-08-28

No portion of this document mav be reproduced or reused in anv form without Qorvo’s prior written consent www.gorvo.com



QO r\\[O PACS55xx Code Protection Debugger Configuration

Power Application Controller®

1 Introduction

When running the Code Protection example code on a PAC55xx device, it's desirable to connect a debugger after the
various security levels of code protection have been enabled. But, to do this, the debugger settings must be configured
properly to connect. This document describes these settings for various IDEs and debuggers

2 Debugger Settings

If code protection is enabled, but the device is still at Security Level 0, then the debugger should function normally, and no
special settings are required for debugging.

But, if Security Level 1 or 2 has been set, then the debugger should be configured so it does NOT perform the following
functions:

1) Reset (If this can’t be avoided, choose reset signal not present on a PAC55xx)
2) Erase Flash

3) Program Flash

4) Verify Flash

5) Runto Main

The next several sections will describe the settings for various IDEs and debuggers.

2.11AR — i-jet

For IAR and the i-jet debugger, make the following settings:

In Options->Debugger->Setup, uncheck the Run to main box:

Cateqgony: Factory Settings

General Options
Static Analysis
Runtime Checking

| CfC++ Compiler Setup  Download Images Exra Options Mufticore  Plugine
Assembler
Qutput Converter Driver @:!un to
Custom Build et AT AGjet e main
Build Actions
Linker Setup macros
j [ Use macro filefs}
{ Simulator
i Angel
CMSIS DAP
GOB Server
1AR ROM-menitor Device description file
I-jet/TTAGjet )
ILink/1Trace [Jovenide defautt
I Stellaris STOOLKIT_DIRSVCONFIG debuggerhActive SemitPACE523.de| |
1 Macraigor
PE micro
;| ro
ST-LIMK
[ Third-Party Driver
| TIXDS5 0K Cancel
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In Options->Debugger-Download, check “Attach to running target” and uncheck “Verify download”.

o

Categary: Factary Settings

General Options

Static Analysis

Runtime Checking
C/C++ Compiler Setup Download  |mages FExtra Options  Multicore  Plugins
Assembler
CQutput Converter
Custom Build [Cllverty downoad
Build Actions
Linker

Debugger Use flash loaders)

Simulator Ovemide default board file

Angel STOOLKIT_DIRS\config'flashloader:Active Semi‘pac
CMSIS DAP
GDEB Server Edit...
TAR ROM-monitor
T§et/ITAGjet
Jdink 1-Trace

TI Stellaris
Macraigor

PE micro

RDOI

STLIMK
Third-Party Driver
TI XDS oK

[ttach to running tanget

Suppress download

Cancel

In Options->Debugger->1-jet/JTAGjet->Setup configure reset to Disabled.

Options for node "Project =

Cateqgory: Factory Setings

General Options

Static Analysis

Runtime Checking
CJC++ Compiler Setup  JTAG/SWD Trace Breakpoints

Assembler Reset

Qutput Converter -
Custom Build Disabled (no resst) »

Build Actions e -
Linker -
Debugger
Simulator
Angel [ From the probe
CMSIS DAP
GDB Server
IAR. ROM-monitor
I-jet/ITAGjet
Jink{3-Trace [ Log communication
TI Stellaris
Macraigor
PE micro
RDI
STLINK
Third-Party Driver
TIXDS

Target power

Leave on after debuaging
Switch off after debugging

$PROJ_DIRS \cspycomm Jog

QK Cancel
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After these settings have been made, the IAR and the i-jet debugger can connect to a target PAC55xx that has Code
Protection configured with Security Level 1 or Security Level 2 after correct SWDUNLOCK procedure.
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2.2Keil = J-Link

PAC55xx Code Protection Debugger Configuration

For Keil and a J-Link debugger, configure the following settings:

In Options->Debug, uncheck the box “Load Application at Startup”

Options for Target 'project

Device | Target I Output I Listing I User I C;"CHI Asm | Linker Debug |Uti|'rties I

Settings |

" Use Simulator
[~ Limt Speed to Real-Time

with restrictions

Power Application Controller®

(¥ Use: |J-LINK / J-TRACE Cortex

j Settings |

W Load Application at Startup

Initialization File:

¥ Run to maini)

Initialization File:

Luad Application at Statup

™ Fun ta main]

SR

Restore Debug Session Settings

v Breakpoints v Toolbox
W Watch Windows & Peformance Analyzer
W Memary Display W System Viewer

Restore Debug Session Settings
[V Breakpoints v Toolbox
¥ Watch Windows
v Memary Display v System Viewer

In Options->Debug->Settings->Debug Tab uncheck the box “Reset after Connect”

Cortex JLink/JTrace Target Driver Setup

Debug |Trace I Fash Downloadl

| Device Name | have

® (x2BAD1477  ARM CoreSight SW-DP

[oel]

—J-Link / J-Trace Adapter —SW Device
SN: [850100541 | IDCODE
Device: I J-Link: SWD
HW: [V1000 di:| V631b
FW:  [J-Link V10 compied Jan 7 2
Part: Max Clock: % Automatic Detection
ISW LI I‘I MHz ;I " tanual Configuration
Auto Cl | Add | [Delete | Update |

Device Mame: I

ID CODE: I

IR len: I
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In Options->Debug->Settings->Flash Download Tab check “Do not Erase” and uncheck the three boxes 1) Program, 2)
Verify, and 3) Reset and Run.

Debug ] Trace Hash Download

Download Function RAM for Algorithm
LoAD (" Erase Ful Chip [ Program
_Fi { Frase Sectors | [~ [Verify Start: |0x20000000 Size: |0x1000

Do net Erase | [ JReset and Bun

Programming Algorithm

Description | Device Size Device Type Address Range
PACEEXX 128kB Hash 128k COn-chip Flash O0000000H - DDD1FFFFH

Start: | Size:

After these settings have been made, Keil and the J-Link debugger can connect to a target PAC55xx that has Code
Protection configured with Security Level 1 or Security Level 2 after correct SWDUNLOCK procedure.
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2.3Eclipse — J-Link

For Eclipse and a J-link debugger, configure the debug launch by performing the following:
Click the down arrow next to the Debug symbol; then, click on “Debug Configurations”.

ilelp

wJo-0-q-i®mo -4

&1 1 debug-paciie-jlink-CP-Config
€] 2 debug-pacSsucjlink

1 &) 3 download-paciSecjlink

Debug As ¥

E:Jebug Configurations..ﬂ
Organize Favorites..,

Choose debug-pac55xx-jlink and then go to the Debugger tab. Check the boxe shown in red below “Connect to running
target”.

& Debug Configurations

Create, manage, and run configurations

SR | B3 MName: | debug-pac55ue-jlink |
type filter text Main | %5 Debugger = Startup E . Source| [[] Commeon| 2, SVD Path
C/C++ Application J-Link GDEB Server Setup .
C/C++ Attach to Application [~] Start the J-Link GDB server locally onnect to running target

C/C++ Postmortem Debugger
C/C++ Remote Application
GDE Hardware Debugging Actual executable: | C:/Program Files (x86)/SEGGER/ILink_V642d//)LinkGDBServerCL.exe
GDE OpenQCD Debugging
GDE PyOCD Debugging

Executable path: |S{jlink_path}_.-’S{innk_gdb5er\rer} Browse...  Variables...

(to change it use the global or workspace preferences pages or the project properties page)

GDB QEMU Debugging Device name: | PACS5XX | Supported device names
GDB SEGGER J-Link Debugging Endianness: (®) Little () Big
=1 dahivaomnarG8umeilinl _ _ r 1

Save the settings. With this change, Eclipse and the J-Link debugger can connect to a target PAC55xx that has Code
Protection configured with Security Level 1 or Security Level 2 after correct SWDUNLOCK procedure.
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Contact Information

For the latest specifications, additional product information, worldwide sales and distribution locations:
Web: www.qgorvo.com
Tel: 1-844-890-8163

Email: customer.support@gqorvo.com

Important Notice

The information contained herein is believed to be reliable; however, Qorvo makes no warranties regarding the information contained herein and assumes no responsibility or
liability whatsoever for the use of the information contained herein. All information contained herein is subject to change without notice. Customers should obtain and verify the
latest relevant information before placing orders for Qorvo products. The information contained herein or any use of such information does not grant, explicitly or implicitly, to
any party any patent rights, licenses, or any other intellectual property rights, whether with regard to such information itself or anything described by such information. THIS
INFORMATION DOES NOT CONSTITUTE A WARRANTY WITH RESPECT TO THE PRODUCTS DESCRIBED HEREIN, AND QORVO HEREBY DISCLAIMS ANY AND
ALL WARRANTIES WITH RESPECT TO SUCH PRODUCTS WHETHER EXPRESS OR IMPLIED BY LAW, COURSE OF DEALING, COURSE OF PERFORMANCE,
USAGE OF TRADE OR OTHERWISE, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Without limiting the generality of the foregoing, Qorvo products are not warranted or authorized for use as critical components in medical, life-saving, or life-sustaining
applications, or other applications where a failure would reasonably be expected to cause severe personal injury or death.
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